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Fidelia’s NetVigil – Business Service Management

Executive Summary
Medium-sized enterprises today are an underserved community when it comes to IT management products. This group has

long been in a position where there are limited staffing resources, limited budgets, and high demands for growth. Today’s
economic climate has added to that burden with increasing expectations and still lower budget dollars.

Still, requirements for this group tend to be very similar to requirements in larger enterprises. Technology has been evolving in
breadth and complexity and the medium-sized business is not immune to any particular technology type. It must rely on
technologies that include network infrastructure, servers, various applications, storage, security, and the list goes on. At the same
time, the expertise and manpower to keep up with change is much more limited than in its larger enterprise counterpart.

Service-based management for IT has been another emerging trend in recent times. The concept is that technology can no
longer be managed in its traditional “silos” where each individual technology type is managed independently. IT is important to
the success of  the overall business—the health of  the business is closely tied to the quality delivery of  IT-based services. Service
management for IT requires an integrated view of  technology and a representation that matches corporate goals and objectives.

Customers in the medium-sized enterprise have been an abused or largely ignored population historically. Options available
for management toolsets have generally been large, expensive, and difficult to deploy. Some businesses in this market segment
have gone without any management toolsets at all, or attempted to piece together an array of ad hoc point products which in the
long run result in higher costs for training and operations.

This trend is beginning to change especially in light of the challenging economic climate. Management products are beginning
to emerge to address this market segment—some more successfully than others. One such vendor is Fidelia® Technology, Inc.
with its NetVigil product. NetVigil offers integrated fault, performance, and service management capabilities across networks,

systems and servers, applications, and other user defined
data sources. It offers a versatile Web-based user interface,
significant ease-of-use capabilities and implementation, and
flexible customization and integration—though it does have
limitations in the area of root cause and in providing detailed
application status. Modest NetVigil installations are priced
in the $35,000 to $60,000 range—which is still a significant
investment for medium-sized enterprises, but is cost
effective in terms of  advantages in the breadth and
integration of  functionality. It has also proven its ability to
easily scale to Fortune 500-sized IT environments. For a mid-
tier business with some level of in-house technical expertise,
that wants to take on a versatile, well-integrated, and easily
deployed product, NetVigil offers some strong advantages.Figure 1. Integrated Performance History
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Market Drivers
Change is a constant in all walks of  life. For the management

of  technology, there have been a number of  interrelated
dynamics that have impacted the management of IT
infrastructure. These forces include the stressed economic
conditions, the increasing complexity and interdependencies
of technologies, amplified sensitivity to the satisfaction of
internal and external users, and the recognition that IT must
play a strategic role in the overall management of  the business.
Management technologies are evolving to meet these
challenges—though no single solution exists today to address
every need. Medium-sized businesses experience all of these
pressures with the additional problem of even smaller staff
sizes and IT budgets.

Traditional management systems have largely focused either
on fault or performance management, but not both. Similarly,
many management systems have focused on a single aspect
of the IT infrastructure such as the network, systems, or
applications. In the past this has meant the purchase of  several
individual management packages, requiring staff specialists,
and tremendous integration efforts. Vendors recognized years
ago that there needs to be a more common view of
management across network components and have been
generally working on this challenge. The integration of fault
and performance management was seen as a new thought
about 18 to 24 months ago. Prior to that time, fault was
generally handled as one type of management tool and
performance management another. Now, technologists are
recognizing that a fault is really just a special case of
performance where performance is nonexistent. Several
management vendors are working to create integrated solutions
to deal with this recognition by adding this functionality
through integrations with best-in-class products. Only a few
have built an integrated fault and performance management
solution from the ground up.

Complexity of  technology is not the only evolution that
has been taking place in the market. The concept of managing
technology from a “service” orientation has been budding in
parallel. Managing IT infrastructure as it related to the goals
and objectives of the business makes sense because of the
increased role of  IT. IT is now a strategic partner for defining
and achieving the revenue objectives of  the business. Customer
(or user) satisfaction is critical in this endeavor, forcing
management solutions that measure and address the end-user
experience. This requires a higher-level view of the IT system
than silo-type products can generally provide. Service level

management (SLM) solutions are now on the scene to address
this need—again, most are targeted at the very large enterprise.

Characteristic of the mid-sized market is a very limited IT
staff, small budgets, and a desire to minimize the number of
products deployed. However, as these businesses grow, they
have to address many of the same issues as the large enterprise.
Because of the lack of truly integrated products, and the
expense and complexity of those integrated products that were
available, mid-sized companies have preferred to use a phased
approach where the management solution grows with the
organization. Unfortunately, this forces most IT shops to invest
in multiple management solutions along with all the associated
costs—costs not only associated with the capital investment,
but also training, customization, and implementation. For a
small to medium-sized company, it is difficult to keep up with
the daily tasks of  managing technology.

Fidelia’s Integrated Business Service
Management Solution

Fidelia’s NetVigil provides integrated fault, performance,
and service management with near real-time correlation
between network, systems, and applications. Its user interface
is Web-based and can be customized by type of  user as well
as secured according to the access required by individual user
groups.

NetVigil’s flexible user security administration allows
customers to create departmental views and reports while still
enabling an enterprise-wide view of all collected data to those
with permission to do so.

NetVigil’s approach is to group all the components that
affect the delivery of  a service and monitor these as a group
as well as individually. It uses the concept of  “business
containers” to group and manage the delivery of  services.
These containers are extremely flexible and can be used to
align with the unique business requirements in any vertical
market.

Architectural Overview
The performance, availability, fault, and related data

collection functions are accomplished by a set of distributed
and independently-operating Data Gathering Elements
(DGEs). In some customer environments, these DGEs are
collecting management information at a rate of  three million
or more data points per day using multiple software monitors
at flexible polling rates that can be easily adjusted to the needs
of  user-specific environments. The data collected by multiple
monitors or externally imported data are aggregated and stored
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in a database located within each DGE. Each DGE
independently processes the collected data, events, alarms, traps,
etc., into performance, availability, and fault metrics in real-
time by use of an efficient correlation engine.

NetVigil DGEs gather data from a wide range of sources,
including: SNMP traps and syslogs; Border Gateway Protocol;
Open Shortest Path First; firewall and RMON sources;
application sources ranging from Oracle and BEA WebLogic
to Apache, Radius, DNS, LDAP and SQL queries; and system
sources such as CPU, disk and memory. In other words,
NetVigil targets the whole infrastructure, not simply a single
domain. Third-party sources (Hewlett-Packard’s Network
Node Manager and Measureware agents are examples) can
also be tapped for data.

FIGURE 2: NetVigil’s Product Architecture

The departmental division of monitoring functions is also
evident in the technical architecture. Each Data Gathering
Element (DGE) or agent is able to store events and logs in a
local database until it is uploaded to the central Business Visibility
Engine (BVE). NetVigil would therefore be a good fit for
application service providers, campus networks with
distributed management, enterprises with geographically diverse
systems, and other scenarios that require close correlation
between fault and performance management to get a true
view of system health. The BVE contains a database query
optimizer for effective data extraction from DGEs to minimize
network bandwidth consumption for data transport into the
BVE. At the BVE, the data from each DGE are processed
and presented to the user via status/graphical displays and
reports.

As networks grow larger and more complex, today’s
management solutions must be scalable and resilient. NetVigil
can be configured in a fault-tolerant and distributed

architecture.  A distributed database and layered approach
makes NetVigil easier to scale to large networks, allows detailed
data to be stored near its point of origin reducing network
traffic, and allows for rapid updates or add-ons to the product.

User-Oriented Features
NetVigil offers many features, but several that are particularly

geared to the needs of  its mid-sized customers. A few are
described in the following paragraphs.

Integration/Open Architecture
A key requirement for the developers of NetVigil was to

create a system that would be highly extensible. Fidelia
recognizes that there will likely be existing investments in
management technologies in most customer environments. It
works to the advantage of everyone involved when these
toolsets can be integrated. NetVigil has an open architecture
and application programming interfaces to facilitate this
integration.

NetVigil comes with integration for a number of very high-
profile products such as BEA, WebLogic, Oracle, IIS, and
Apache. It also uses common protocols for communication
including SNMP, SMTP, POP3, FTP, DNS, etc. To extend
this out-of-the-box functionality, NetVigil employs a JDBC-
compliant database, XML, SOAP, JMS, JNI, etc. which will
allow for expansion of  NetVigil’s capabilities through
integration with other products.

Layered Access Views –
NetVigil’s Delegated Authority User Model

The design of  NetVigil’s “Delegated Authority” user model
allows multiple views or slices of  the system.  For example, a
department or location could see only their part of the network
while the centralized network operations center (NOC) could
view the entire network and drill down into any department
or location. This capability lends itself  to managing services
according to the roles involved in the process. For example,
the CEO of a company may need to see only the high-level
view showing the health of  services across the company. The
systems engineer, on the other hand, will want to see the
performance data to plan for maximization of  existing
infrastructure. This also applies to the case where service
providers will want to monitor all details of the infrastructure
and provide its customers with limited views into services
that have been purchased.

Suitability of Scope
Fidelia has taken care to price NetVigil within the reach of

medium-sized businesses. It has been packaged in such a way
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that even the lower end of the mid-sized business spectrum
can afford an initial implementation.

NetVigil is designed to grow and scale upwards with the
growth of  the company. This is reflected in its pricing strategy,
and also within the technology. Because NetVigil is so broad
in scope, Fidelia is particularly sensitive to usability issues that
can drive up operational costs for the end user. Features such
as auto-discovery to help ease the implementation of the
product. Training is minimized due to the intuitive user interface
that covers all aspects of  technology management. This is
enhanced by the fact that IT staff does not need to learn multiple
consoles and deal with several different vendors.

As organizations grow in size, so do its IT management
needs. Packaging of  licenses can be expanded to accommodate
this growth. Similarly, larger organizations often look for
scalability features that can support a larger environment.
NetVigil’s architecture helps to support this movement by
distributing the processes out to its DGEs. It also can provide
a fault-tolerant configuration that adds assurances against an
unforeseen disaster that can dramatically impact the business.

Business Service Management Using Containers
The power of any IT infrastructure is not the devices used

and applications being run, but the services that can be
delivered. Even though the underlying infrastructure is the
same, services needed by individual businesses are unique to
the individual corporation. NetVigil facilitates service-oriented
management through its top-down approach to modeling first
the service and then the underlying infrastructure. This
advancement, particularly for the medium-sized enterprise, will
help organizations truly understand the business impact of
technology successes and failures.

Business service views are accomplished through the use
of “containers” that collect all of the IT infrastructure
components that support a particular business function in a
single view. This view is not simply an aggregate of  technology,
but enables the real-time monitoring and service-based
reporting of any given business function. Management data
related to this business service is correlated and represented as
a single entity even when the service crosses boundaries such
as geographical location or business unit.

FIGURE 3: Service Impact Report

The variability of  service requirements within the enterprise
demands flexibility in their creation. Customers are in the
driver’s seat with NetVigil in populating business containers
with the appropriate technology elements. These containers
can reflect complex service architectures where services can
be nested within one another. This is advantageous when
multiple services stand on their own, but also contribute to
higher-level services. It is also an important usability feature
within NetVigil. Nested containers allow for the development
of  “modular” services where the parts can be re-used—saving
time in the development of  the service map and minimizing
maintenance where appropriate.

Many SLM vendors are talking about the “panacea” of
“auto-discovering business services.” Part of  the challenge of
managing IT from a service perspective is the process of
defining and maintaining the services. SLM vendors have been
searching for any technique that will ease this burden on its
users. Fidelia may be the first vendor to take a real tangible
step in this direction, as it has plans—not yet announced
publicly—for near-term NetVigil versions to offer capabilities
that will facilitate auto-discovery of  services.

Though NetVigil has many standout features, the ability to
bring together an integrated view of  fault and performance
information into a single console from a business perspective
is perhaps its leading strength. Mid-sized businesses are not
accustomed to this breadth of  technology.
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Customer Feedback Summary
EMA conducted five interviews with Fidelia customers.

These customers ranged in vertical market segment from an
airline to universities to a large on-line retail enterprise. The
interviews resulted in common themes across all interviews.
All interviewees had purchased the product and were actively
using it to manage their environments.

Users of NetVigil were drawn to the product for two
primary reasons—affordable pricing and value received for
the investment in meeting the IT management needs of the
business. These organizations were not looking to employ
multiple toolsets to meet their technology management needs.
Instead, all were looking for a single solution at a reasonable
cost to manage their entire IT infrastructure. Positive feedback
was given in the areas of ease-of-use, ease-of-installation, and
the Web-based user—all of  which contributed to a strong
return on investment.

One example of the size of the environment supported by
NetVigil was a research and educational environment consisting
of 20,000 hosts, 15,000 students with 4300 network ports,
two campus locations, 18 routers, and a gigabit network. In
another example of  a customer’s environment involved 40-
plus servers including a conference bridge to telephone
reservations for travel agencies. There were 20 network
nodes—with multiple versions of  both UNIX and NT.

Applications supported in these customer environments
were also diverse. Reservation agents in two major call centers
totaling about 300 users use a system to book reservations
and for airport check-in. Another application tracked plane
maintenance records.

Some limitations in the product were mentioned.  Generally
speaking, customers felt that most of the weakneses were due
to the maturity of  the product. Interviewees felt that
improvements could be made in ease-of-use for some specific
functions such as the ability to automate the process of making
bulk configuration changes and the aggregation of  modem
pools. New features were also suggested to track additional
asset and inventory information. Customers interviewed were
all happy with Fidelia’s responsiveness to their needs.

Product Summary
Product name: Fidelia NetVigil™

Product function: Integrated Fault, Performance, and
Service Management for Networks, Systems,
Applications, and User-Defined Sources

Operating system under which it runs:
RedHat Linux 7.1, MS Windows 2000, MS Windows
XP, Sun Solaris 2.6 (or higher)

Vendor name: Fidelia® Technology

URL for production information:
http://www.fidelia.com

Vendor contact information: info@fidelia.com

Pricing information: The NetVigil application is
affordably priced for mid-tier enterprises, but scalable
enough for Fortune 500 organizations. Licenses for
NetVigil v3.5 start at $35,000, with an average price of
approximately $80,000.

Availability: NetVigil 3.5 available in April, 2003

EMA’s Perspective
Fidelia, with its NetVigil offering, joins a very small group

of IT management vendors whose product closely integrates
performance, fault, and service management functions in a
single toolset. Today, the management toolset market is
flooded with all kinds of  tools for all kinds of  purposes. Yet,
few exist that are not a series of independent applications
glued together for this purpose. Additionally, even more
surprising is the fact that few products are addressing the
medium-sized enterprise from the standpoint of  functionality,
pricing, or packaging.

NetVigil’s service management capabilities are unique in the
context of  an integrated fault and performance management
system. While NetVigil is not a comprehensive SLM solution,
it does provide the business perspective that is needed by IT
and business leaders. Business containers are used to create a
virtual model of the business at a 60,000-foot level. These
containers provide an indication of the overall health of key
business processes and can be used to access technical detail
when needed. This technology enables users to do things like
track retail store revenue and credits or monitor manufacturing
processes. Fidelia is in lock-step with other management
vendors who are busily adding service management



 2003 Enterprise Management Associates, Inc.

F I D E L I A ’ S  N E T V I G I L  P R O D U C T  V I E W

April 2003 • Page 6

About Enterprise Management Associates, Inc.

Enterprise Management Associates, Inc. is the fastest growing analyst
firm focused on the management software and services market. EMA
brings strategic insights to both vendors and IT professionals seeking to
leverage areas of growth across e-business, network, systems and
application management. Enterprise Management’s vision and insights
draw from its ongoing research and the perspectives of an experienced
team with diverse, real-world backgrounds in the IT, service provider, ISV
and publishing communities.

This report in whole or in part may not be duplicated, reproduced, stored in a retrieval
system or retransmitted without prior written permission of Enterprise Management
Associates, Inc. All opinions and estimates herein constitute our judgement as of this date
and are subject to change without notice. Product names mentioned herein may be
trademarks and/or registered trademarks of their respective companies.

Corporate Headquarters
2108 55th Street, Suite 110

Boulder, CO 80301

Phone: 303.543.9500; Fax: 303.543.7687
Email: info@enterprisemanagement.com
Web: www.enterprisemanagement.com

674.042103

About Fidelia

Founded in 2000, Fidelia Technology, Inc. is a privately held, venture-
funded software company.  Fidelia’s flagship NetVigil solution, officially
launched in summer 2002, is a breakthrough IT infrastructure monitoring
application that provides real-time visibility into the performance of the
overall business.  Customers benefiting from NetVigil’s business
containers include Sony Online Entertainment, Spirit Airlines, eBenX,
Cornell University and Yale University.  At the 2003 New Jersey
Technology Council Venture Capital Fair, Fidelia was awarded the top
prize as the company most capable of fulfilling extraordinary potential
in a promising marketplace. 

The NetVigil demo and software download are located at
www.fidelia.com.  Send information requests to info@fidelia.com.

Fidelia, the Fidelia logo, and Fidelia NetVigil are trademarks of Fidelia
Technology.  Other trademarks and brands in this document are the
properties of their respective owners.

Corporate Headquarters
300 Alexander Park, Suite 205

Princeton, NJ 08543
Ph:609.452.2225

Fax: 609.452.2662
Web: www.fidelia.com

capabilities, and a step ahead in that it will soon deliver
technology to begin automating the process of  creating
business views.

This is not to say that NetVigil does not have some
limitations. Fidelia is a young and growing company that faces
stiff competition in the market. Over time, it will want to add
capabilities that directly address root cause and more detailed
application performance information.  Improvements can also
be made in navigation using the Web-based GUI. These
features will evolve as the company grows.

Fidelia is a company with lots of  new ideas. It is small and
agile and can more easily address the changing needs in the
marketplace. NetVigil provides a well-integrated set of tools
to properly monitor and respond to system health. Because
of  the increasing focus on SLM and application performance,
rather than just network and system availability, NetVigil’s blend
of features to monitor total systems health has the potential to
provide a substantial benefit over isolated tools. Mid-sized
enterprises will appreciate the value NetVigil brings for its price
point.


