Chapter 19

Event Manager

19.1 Overview

The NetVigil Event Manager Console displays messages (traps, logs,
windows events) forwarded from the Message Handler (described in
Chapter 7, “Message Handler for Traps & Logs”), as well as threshold
violations. It provides features for acknowledging, suppressing and
deleting events using a web interface. Events can be suppressed until a
particular date and time, or until the state changes. The screen refreshes
automatically every few minutes (this interval can be changed on the
Manage -> Prefs page).

NOTE: The Event Manager window accessed by clicking on the “Event
Manager” hyperlink on the main NetVigil Status screen.

19.2 Managing Messages on the DGE

You can trigger actions & notifications when an incoming log or trap
message matches a particular rule, and whether it should be displayed
on the Event Manager console. Once messages are displayed on the
Event Console, they can be annotated, acknowledged or suppressed.

The following message related changes are managed by going to
Manage-> Messages when logged in as an end user.
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19.2.1 Event Filters

You can either accept all messages that are forwarded by the Message
Handler and display them on the Event Manager Console, or else select
the devices and the message types to be accepted from each device.
Messages that do not match the specified filter are not displayed on the
Event Manager and cannot trigger any notifications.

STATUS REPDRT% MANAGE

Messages 4 B
Cconfigure Message Filters

Meszsage Filters
Device Aliases

Message Motification

When a message (syslog, SHMP trap, Windows event, ..) for a prouisi%ed device is received:
O Accept ALL messages and display in Event Managemeant Conzole

@ Accept messages from Selected Devices only

Accept frarm: Reject from:
"""""""" Dell Switch [A

BEA Weblogic Server [
Cizco Core Rir

Cizco-gu =

derno A s

Filter by individual message types

[ Continue ] [ Reset ] [ Cancel ]

O To create an Event Filter:

1. Click on manage -> Messages

2. To accept all messages and display them, click on the radio button
“Accept All messages”

3. To select a list of devices to accept messages, click on the alternate
radio button and select devices
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4. You can also select which types of messages to accept by clicking on
the “filter by individual message types” checkbox and then selecting
the message type for each device from the list.

Configure Message Filters
Fleasze seledct the types of events you would like to accept for 2ach device

192,168,110 [192.168.1.10)

@ all types of meszagels)

(filefsyslog) $5H: Break-In Attempt as ROOT s
(filefsyslog) S5H: Invalid Passward Far ROOT =
(filedsyslag) S5H! Invalid Passward Specified

O celectindividual message types

(socketfizm) ISM: Used For Testing |

BEA Weblogic Server (192.1658.1,160) % ’ . . ’ . o
@ all types of meszagels)

@ calectindividual Message types (filefsyslog) $5H: Break-In Attempt as ROOT A

(filefsyslog) S5H: Invalid Passward Far ROOT
(filedsyslag) S5H! Invalid Passward Specified

(socketfizm) ISM: Used For Testing |

Cizco Core Rtr (r00.dllz01.inetaddr.net) i . . i . o
@ all types of meszagels)

) el individu] Message types (filefsyslog) $5H: Break-In Attempt as ROOT A

(filefsyslog) S5H: Invalid Passward Far ROOT
(filedsyslag) SSH: Invalid Password Specified .
(socketfizm) ISM: Used Far Testing »
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19.2.2 Notifications

You can trigger notifications for incoming messages and traps by
assigning action profiles to them. You can select whether to trigger an
action profile for all devices, for selected devices or no devices.

Configure Message MNotification
Message Filters
Device Aliases %

Meszsage Motification

When a message (syslog, SHMP trap, Windows event, ...) for a provisioned device is received:
Apply | Test Adtion V To [ All Devices ][ Selected Devices .., ]

Assign Action Profile
Action: Test Action

Select the message types to which you would like to assign this action profile.

DEVICE

BEA Weblogic Server (192.1658,1.160)

(filefsyzlag) 55H: Break-In Atternpt as ROOT A
(filefsyzlag) 55H: Invalid Password For ROOT =
(filefsyzlag) 55H: Invalid Pazsword Specified . %
(socketfizsm) ISM: Used For Testing ]
(trapf162) Generic SNMP authenticationFailure Event (%

Cizco-gw [192,168,1.254)

(filefsyszlog) 55H: Break-In Atternpt as ROOT A
(filefzyzlog) 55H: Invalid Password For ROOT =
(filefsyzlog) 55H: Invalid Password Specified
(socketfism) ISM: Used For Testing

(oo e dd £A% 2o uie ORIMAR o b e E e Eamnd e

NOTE: you can only trigger notifications for messages which have been
accepted by the Event Filter already.

19.2.3 Device Aliases

Since devices can be multi-homed (live on multiple IP addresses), you
can setup aliases for these devices so that any incoming messages from
these devices are treated to be the same. You can load existing aliases
and save any changes you make to the device aliases from this page.
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19.3 Using the Event Manager Console

The Event Manager (EM) console can be accessed by clicking on the
“Event Manager” hyperlink on the Status Summary page. You need a
modern browser which supports frames in order to use the Event

Manager.
STATUS REPORTS MANAGE
devices
Status Summary % 7
+7|  page|t

Department: ITdept MY L4
Select a device below to see details or dick on "MODIFY to edit the device, Fname® or parl
Display Filter iz ON A cevern
Event Management Conscle

NAME STATUS EWENTS DEWICE HEALTH MODIFY COMMENT

Filtering Display Results
You can filter the displayed events by the type, the device name or the
severity. The two types of events that are displayed on the Event
manager are:

* log messages, traps, windows events that have been processed by
the Message Handler

* threshold violations (that are caused from the polling done by the
various NetVigil monitors)

You can enter a simple regular expression to search for all devices
matching a name (e.g. gw-* will display messages for all devices whose
name begins with “gw-")
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The EM Console

Each event displayed on the EM Console is assigned a unique Event ID
automatically by the system. By default, the events are sorted in reverse
time order (newest events at the top), but you can click on the header to
change the sort order.

S/11/05 12:39:52 PM EDT
: Netvigil Event Manager
cloze window

page |1 of 10 [y

Device Name Timestamp w
state [ ] Ewent ID address Source Message Text
a D 231 lab4 g'; LS (System/DhcpServer) The DHCP/BIML service has determined that itis not authorized to
192.168,1.154 service clients on thiz network for the Windows domaini lab.hgfideliacom,
winautflog
a D Oracle Server LTS 12558 (System/DCOM) DCOM was unable to communicate with the computer 192,168.1.59 using
F30 PM
192,168,1.160 any of the configured
winavtflog
a D Oracle Server SARLIOSIUZ:20 (System/DCOM) DCOM was unable to communicate with the computer 192,168.1.60 using
Jz39 PM
192,1668.1.160 any of the corfigured
winautflog
a D Oracle Server LTS 12500 (System/DCOM) DCOM was unable to communicate with the computer 192,168.1.60 using
) PM
192,168,1.160 any of the configured
winavtflog
0 S/11/05 1 7 P A
D 37 Oracle Server B (System/DCOM) DCOM was unable to communicate with the computer 192,168.1.10 using
192,1668.1.160 any of the corfigured
winautflog
a D Oracle Server AT 11650 (System/DCOM) DCOM was unable to communicate with the computer 192,168.1,254 using
TZ26 Al
192,168,1.160 any of the configured
winavtflog
a D Oracle Server HRYTS 3658 (System/DCOM) DCOM was unable to communicate with the computer 192,168.1.10 using
Fz23 Al
192,1668.1.160 any of the corfigured
winautflog
0 b S/11/05 11:56 (System/METLOGON) Registration of the DNS racerd
F 724 1"92 . Al '23af4f71-0037-4526-27h8-cadd62d46338,_m=dcs,lab.hq.fidelia,com, 600 IN CHAME
' o winavtflog labd-win2k.lab.hg.fidelia.com.' failed with the following error:
0 S/11/05 11:55 P A
|—| <25 (E):a Ie’Ee‘ru‘eEH A [Svsth!DCOD'I] DQOM was unable to communicate with the computer 192,168,1.57 using |
filter search results by: event type: imessages D tthres wiolations device name: severityl | Ok || APPLY
[J AN aAck / suppress close window
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The following columns (fields) are displayed on the Event Manager:

Field
State

Event ID

Device Name
Timestamp

Source

Message

NOTE: You can control the number of messages to display on each page by

Description

This shows the severity of the event, and
acknowledged events are shown with a special
icon.

A unique number assigned to each event.
Clicking on this field will bring up the
acknowledge window

The device name and IP address
The timestamp of the event

The event source. Note that the message
handler can have multiple input sources (such
as traps, logs, windows events). All threshold
violations show the source “internal/dge”

The event text. This can be on several lines.

setting it in Manage->Prefs

19.3.1 Acknowledge / Suppress Events

Clicking on an event ID or a checkbox for an event and clicking on
“Ack/Suppress” at the bottom brings up the annotation window.

You can hide the event from the Event Console and also suppress
notifications until one of the following conditions are met:

* The severity changes (only for threshold violations)

* For a specified period of time

* Until a specific date and time
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When a threshold violation is acknowledged, the state of the device
also changes on the Status Summary screen. The acknowledged test is
no longer used to calculate the overall device severity as long as the test
is in a suppressed state.

@

The selected item(s) will be marked as acknowledged on the
Ewvent Console

| (4t frap oy o Bt Grosal

D Supprass notifications

&dd annotations (100 characters max]:

s

Ignore condition on summary pages (applicable to tests only):

@ until condition changes

O far |20 rinutes [v]
O until | may (%] [ 12 [v]| [ 2005 [v]
[_submit | [ cancel | [ Reset |

Previous annotations:

NOTE: You can also suppress a threshold violation test without using the
Event Manager by “updating” a test and setting the suppress radio button on

this page.
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